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Abstract - Big data is a huge amount of data created by
individuals related to their medical, internet activity, social
networking sites, energy usage communication patterns ete.
From these sources, data is being collected and processed by
various survey organizations, national statistical agencies,
medical centres, and other companies ete. There are many
security challenges which occur during data transactions, such
as un-authentication, phishing, Vishing, data mining based
attacks, ete. From a security point of view the biggest challenge
for big data is the protection of wser’s privacy. Yazan et.al,
have presented big data lifecyele threat model. This paper does
a critical review of the work. An Improved Security Threat
Muodel for Big Data Life Cyvcle has been proposed as a main
contribution of the paper. A new phase ie. data creation phase
has been added to the life cvele and it is claimed that the phase
is very important one with respect to security and privacy. To
justify the claim theoretical and statistical evidences have been
provided.

behalf of this information, two reporters from New York
Times were able to find the identity of user No. 4417749
based on just search history [17]. CISCO has estimated that
at the end of 2016 the annual global data trathic will reach
6.6 zettabytes. So there is a need to develop such
approaches that not only support the collechon of a large
amount of data but also effectively handle or operate vast
data requests with mimmum time and maximum privacy [3,
4]. While protecting the big data 15 a big question which
needs to be answered whether a particular data 15 in the
category of "public and private. [4].

For providing privacy and securnty, big data should be
examined from diverse angles. A careful thinking should be
there for the protection of data itself. To maintain the
security of big data Yazan etal proposed a Big Data
Lifecycle threat model. This threat model 15 based on the
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Sensitive Health Information (SHI) is a developing patient-centric model of medical data exchange, which
15 frequently outscurced to be stored at thicd party servers. Though, there have been varnous privacy
issues as SHI could be disclosed to the unauthorised and third parties. This is a promising method o
encrypl the SHI before cutsourcing (o assure the patients’ control over access o their own SHIL
However, challenges like scalability in key management and Mexible access have remained the most sig-
nificant issues toward achieving line-grained, crypiographically daia access control In this paper, the
authors proposed a novel patient-centric system model for access control (o 3HIs stored in Semi-
honest servers. For line-grained and scalable access control for SHIS, authors have proposed an encryplion
technigue which is an improvement over B5A technigues o encrypt every patient’s SHI file. To different
from previous works in secure data transmission, the authors focus on the data owner and divide wusers
it several domains in SHI, which greatly decrease the key management complexity for data owners and
users. Comprehensive analytical and experimental results are presented which reflect the efficdency of
the proposed approach.
& 2014 The Authors. Production and hosting by Elsevier BV, on behall of King Saud Umniversity. This is an
open access article under the CC BY-NC-ND license (hitp: [/ereativecommons orglicenses/by-nc-nd 4.0/ L




